From Operational Resilience to Cognitive Resilience

Al Cognitive Resilience

The Intelligence Risk of Al: As Al systems become embedded in core workflows, organisations are externalising
institutional knowledge into Al environments. Traditional resilience frameworks measure infrastructure availability (RTO)
and data recoverability (RPO). Neither captures the loss of Al-mediated institutional cognition - the synthesised insight,
structured reasoning, and prompt-encoded expertise that enables consistent, high-quality decision-making.

The Intelligence Risk
A Real-World Example

Scenario: Regulatory Compliance Al Workspace

Situation: A compliance team has used an Al workspace for two years to analyse regulatory updates, structure
policy interpretations, and encode internal decision logic in curated prompt libraries.

Incident: Vendor disruption causes loss of the workspace.

What traditional resilience metrics report:
v RTO met - infrastructure restored within hours.
v RPO met - raw data remains intact.

What neither metric captures:

x  Structured regulatory synthesis - two years of curated analysis - is gone.

x  Prompt libraries encoding specialist compliance reasoning are permanently lost.

x  Historical decision trails cannot be reconstructed at equivalent quality.

x  Manual recreation would require months of expert effort and may introduce inconsistency.

The organisation has permanently lost established business intelligence.

Traditional resilience metrics reported nothing.

The Issue: Your Resilience Blind Spot The Solution: Al Cognitive Resilience

Traditional frameworks measure Al Cognitive Resilience extends proven B
infrastructure (RTO) and data (RPO), resilience disciplines into the domainof © =
missing the institutional knowledge 1 St organisational cognition. The framework m- =0
that accumulates inside Al systems. When that identifies Whgre institutional knowledge

intelligence is lost, systems come back online — has migrated into Al systems, measures tolerable
but the organisation's cognitive capability does cognitive downtime (IRO), and quantifies the impact
not. of permanent intelligence loss (IPT).

The Strategic Value The Regulatory Fit

Understand exactly what
institutional knowledge lives inside

Directly supports compliance with PRA
SS1/23, the EU Al Act, and ISO 42001 by

your Al environments, where your demonstrating structured governance over
cognitive dependencies are concentrated, and = Al-embedded institutional knowledge and cognitive
what it would cost - in time, money, and dependency risk.

performance - to recreate it if lost.

ADVANTAGE Al

Your customers and regulators expect assurance. ADVANTAGE Al delivers it.
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From Operational Resilience to Cognitive Resilience

Al Cognitive Resilience

One Process.
The Al Institutional Knowledge Review (Al-IKR) provides a comprehensive 5-step processto deliver quantified
clarity of intelligence risk when deploying Al solutions.

Mapping Assessment Classification

Cognitive Reconstruction Cognitive
dependency feasibility externalisation
scoring assessment testing

Risk
classification

Cognitive asset
register

Scoring Testing

‘ Al Cognitive ‘ Outcome

Resilience

Mapping Mapping of Al-embedded institutional knowledge across all material workflows

Scoring Dependency scores across decision substitution, prompt expertise, reasoning history and organisational memory
Assessment Structured analysis of what would be lost, what can be recreated, at what cost and with what degradation

Testing Empirical validation of dependency through simulated manual recreation of Al-supported outputs

Classification Cognitive dependency tiers (Low to Critical) providing foundation for IRO and IPT thresholds

Two Measures.
Al-IKR extends the established (RTO and RPO) measures used for clarifying infrastructure risk to provide
unambiguous IRO and IPT measures for intelligence disruption and loss.

IRO

Intelligence Recovery Objective

IPT

Intelligence Point Tolerance
» Maximum tolerable cognitive downtime
» Extends RTO beyond infrastructure

» Measures decision-quality restoration

» Maximum tolerable cognitive loss

» Extends RPO beyond raw data

» Scored via Reconstruction Burden Index
» Expressed in hours, days, or weeks » Covers time, cost, and irreplaceability

* Aligned to impact tolerance » Enables board-level risk reporting

Four-Layer Resilience Stack.
Extending infrastructure and data measures to cognitive impact.

4 Cognitive Permanence IPT - Can lostinstitutional intelligence be recreated? <« NEW

3 Cognitive Availability IRO - How quickly can decision quality be restored? <« NEW

2 Data RPO - How much data loss is tolerable?
1 Infrastructure RTO - How quickly can systems be restored?

ADVANTAGE Al

Your customers and regulators expect assurance. ADVANTAGE Al delivers it.
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From Operational Resilience to Cognitive Resilience

Al Cognitive Resilience

Alignment to Regulators and Best Practice Methodologies
While frameworks like NIST Al RMF and ISO 42001 define the "what" of Al governance, Al Cognitive Resilience
provides the "how" for managing cognitive dependency risk. The Al-IKR process operationalises the GOVERN,
MAP, and MEASURE functions of NIST, while IRO and IPT extend established resilience metrics - RTO and RPO -
into the cognitive domain. For regulated firms, the methodology directly supports PRA SS1/23 Principle 3,
Consumer Duty, and EU Al Act obligations - providing the structured governance, human oversight validation,
and evidence of Al-embedded knowledge management that regulators increasingly expect.

Al Cognitive
Resilience

NIST Al RMF

GOVERN / MAP:
Establishes context for Al

UK PRA (SS1/23) & FCA

Principle 1 & 3: Documents

EU Al Act

Art. 13: Provides
transparency on Al system

1SO 42001

A.8: Conducts systematic

Al-IKR risk by identifying all Al- Al systems, their intended function. includin Al system life cycle
1. Cognitive Asset | enabled workflows with use, and embedded decision identificétion of 9 assessment, cataloguing
Register decision-making influence, logic across operational knowledae-bearin assets across operational
reasoning history, or prompt | workflows. 9 t 9 and governance functions.
libraries. components.
MAP / MEASURE: Identifies . -
and scores cognitive gfx:x(?:vzsl)x;)grédentmes Art. 9: Establishes Clause 6.1: Identifies Al-
Al-IKR dependencies — decision dearaded coanitive targeted risk assessment | specific risks and
2. Cognitive substitution, prompt- 9 bilit gl d result in for Al systems mediating opportunities, including
Dependency encoded expertise, ?oe:'zzeegb?eoﬁarrﬁzlrj decisions, identifying cognitive dependency as
Scoring accumulated reasoning, and | . . dependency concentration | an organisational risk
o inconsistent customer )
organisational memory outcomes and failure modes. factor.
reliance. '
Principle 3: Analyses Art. 9.2: Identifies known
MEASURE: Quantifies the systemic risk and model and reasonably B.5: Assesses the specific
Al-IKR cost, time, and performance | limitations — including the foreseeable risks, impact of Al system
3. Reconstruction | degradation associated with | irreversible loss of including the permanent disruption on individuals,
Feasibility recreating lost Al-embedded | accumulated Al-mediated loss of Al-embedded operations, and
institutional knowledge. reasoning and decision knowledge and its organisational capability.
history. operational impact.
MEASURE: Empirically A . . Nl
validates cognitive ;gg;;zs;&;z;gg:zn d g\:‘te;r;i‘;.h:/iqlggrt\(;igr\rzai A.10.5: Regularly tests the
AHKR . dependency by simulating stress testing of Al- confirming that Al- performanp_e and
4. Extemnalisation manual recreation of Al- recoverability of Al system
- dependent processes, dependent workflows can . ;
Testing supported outputs to test o heth | b I ted controls under disruption
actual reconstruction verifying whe \er manuat € manually operate conditions.
burden. fallback capability is realistic. | where required.
GOVERN / MANAGE: .
Classifies Al cognitive SM&CR: Provides Art. 9.4: Adopts targeted ?slibirs:a?r;‘?e-nfx?:r:]tes the
Al-IKR assets into dependency tiers | documented evidence of measures to manage and a' vina a ropriafe
5. Risk (Low to Critical), enabling executive accountability for minimise risks arising from cgﬁt¥olg topKI a’:‘.sets
Classification prioritised governance, Al cognitive dependency risk | Al cognitive dependency classified by coanitive
controls, and board-level and classification decisions. | concentration. v cog
. dependency tier.
reporting.
GOVERN / MANAGE: Op. Resilience: Defines Art. 15: Implements . . L
Establishes maximum impact tolerances for technical and operational 'rogsgbggse'ganns dlg(;l:jveigé
IRO tolerable cognitive downtlme cogn|t|ve.capab|||ty. robus?ness measures reinstatement procedures
Intelligence as a governance metric, degradation, ensuring Al- ensuring Al-mediated

Recovery Objective

extending RTO to cover
restoration of Al-mediated
decision quality.

dependent services can be
restored within agreed
timeframes.

decision capability can be
restored within defined
tolerances.

specifically addressing
cognitive capability
restoration timelines.

IPT
Intelligence Point
Tolerance

GOVERN: Establishes
maximum tolerable
permanent cognitive loss as
a governance metric,
extending RPO to cover
irrecoverable Al-embedded
institutional knowledge.

FCA SYSC 15.1: Ensures
that permanent loss of Al-
embedded institutional
knowledge is assessed,
documented, and within
agreed organisational
tolerances.

Art. 15.3: Ensures
resilience against
permanent loss of Al
system knowledge,
including prompt libraries,
reasoning histories, and
curated decision artefacts.

A.10.3: Defines and
implements Al risk
treatment controls
addressing the permanent,
irrecoverable loss of
institutionally critical Al-
embedded knowledge.

ADVANTAGE Al

Your customers and regulators expect assurance. ADVANTAGE Al delivers it.
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From Operational Resilience to Cognitive Resilience

Al Cognitive Resilience

Let Al Cognitive Resilience Outcomes Become Your Strategic Advantage

Coghnitive Visibility: Identify exactly where institutional knowledge has migrated into Al systems, before
disruption makes that question urgent.

Quantified Intelligence Risk: Replace subjective concern about Al dependency with scored, board-reportable
IRO and IPT measures.

Vendor Dependency Clarity: Understand your cognitive exposure to third-party Al providers, not just your
infrastructure exposure.

Regulatory Readiness: Demonstrate structured governance over Al-embedded knowledge to satisfy PRA
SS1/23, Consumer Duty and EU Al Act expectations.

Resilience Gap Identification: Discoverwhere RTO and RPO are passing while cognitive capabilityis silently at
risk.

Board-Level Accountability: Give risk committees and executives the language and metrics to govern Al
cognitive dependency with the same rigour as infrastructure and data.

ADVANTAGE Al was formed in 2024 to provide Al consultancy, delivery and training services. We have led the
introduction and built the internal training for the use of Al for 10,500 users located in over 50 countries.
Leveraging this experience and recognising the support organisations now need, the company has pivoted to
providing niche Al Strategy, Al Investment Assurance, Al Risk Management and Al Adoption services. We have
delivered complex, global projects for the Bank of England, the Financial Conduct Authority, the London Stock
Exchange Group, Royal Bank of Scotland, Deutsche Bank, AXA XL, MS Amlin and many other clients across the
Aviation, Telecoms, Health and Government sectors.

OPERATIONALISING YOUR RESILIENCE

ADVANTAGE Al provide independent Al Cognitive Resilience workshops for high stakes organisations. The workshops are
conducted as ‘off net’ activities, delivering clarity on quantified institutional intelligence risks within days.

Take control of your Al risk exposure before the regulator does. Contact us today...

Web: https://advantage-ai.co.uk Phone: +44 (0)7471 359987 Email: info@advantage-ai.co.uk

ADVANTAGE Al don't sell Al systems.
We assure them.
Independently.

"Your Al infrastructure may be resilient. But is your intelligence?"

Al Cognitive Resilience - a governance framework for the age of Al-mediated decisions

ADVANTAGE Al

Your customers and regulators expect assurance. ADVANTAGE Al delivers it.



https://www.advantage-ai.co.uk/?utm_source=pdf_amplifier&utm_medium=email&utm_campaign=fsoutreach202601&utm_content=internal_footer
https://www.advantage-ai.co.uk/?utm_source=pdf_aifpm&utm_medium=email&utm_campaign=fsoutreach202601&utm_content=internal_logo
https://www.advantage-ai.co.uk/?utm_source=pdf_aifpm&utm_medium=email&utm_campaign=fsoutreach202601&utm_content=internal_header
https://www.advantage-ai.co.uk/?utm_source=pdf_aifpm&utm_medium=email&utm_campaign=fsoutreach202601&utm_content=internal_profile
tel://+447471359987/
mailto:info@advantage-ai.co.uk

